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What is a Web site? At first glance, this seems to be a trivial question. Everybody who browses the Web knows
what a Web site is. A Web site is simply some place to go—a destination—on the World Wide Web. Web sites
are discussed in newspaper columns and magazines, advertised in every kind of media imaginable including
banner ads and spam, and hyperlinked from other Web sites (the web part of World Wide Web).

But who or what creates the destination? Essentially, a Web site is the online embodiment of something,
somebody, or somewhere. Web sites represent all of the innumerable ways humans can organize themselves:
individuals, communities, ethnic groups, religions, governments, educational and charitable institutions,
businesses of all sizes—you name it, it's got a Web site.

What distinguishes one Web site from another? How you get there (the URL) certainly, but also content (the data
on the site, such as pages and graphics), functionality (how site visitors interact with the content, such as
navigation, reading, analysis, and perhaps creating new content), and security (who is allowed to visit the site and
what privileges they are given).

So, we can define a Web site more technically as a uniquely-addressable Internet destination supporting HTTP
(the HyperText Transfer Protocol) whose purpose is to provide content and functionality supplied by the entity that
maintains the site, within the bounds of the security restrictions defined by that entity for the site.

With this definition in mind, we can assert that anyone who wants to create and maintain a Web site must answer
three questions:

e How will visitors get to my site?

e Who will be allowed to visit my site?

e \What will visitors see and do when they get there?

This article explores the first question: How will visitors get to my site? The Domino 6 server implements the
concept of Web sites with a new architecture that is very powerful, yet easy to set up and administer. This article
discusses the fundamentals of Web site addressing and how they are implemented in Domino 6. It includes a
short tutorial in creating multiple Web sites on a single Domino 6 server.

This article will be of interest to all system administrators and webmasters who plan to host Web sites with Domino
6. It assumes a familiarity with the Domino Directory and administrative tasks.

Internet addressing and Web sites

You are probably aware that machines attached to the Internet are assigned numeric IP addresses, and that the
Internet Domain Name System (DNS) allows IP addresses to be mapped to human-friendly host names. For
example, if you enter the URL http://www.lotus.com into a browser, the browser consults DNS to find the IP
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address of the machine that hosts the Lotus Web site. If you are unsure how all this works, take a look at the
Basics of Internet addressing sidebar for an overview of the basic concepts of Internet addressing.

Suppose you visit www.lotus.com, located at the IP address 129.42.242.50, and then visit another Web site, for
example www.ibm.com. You would assume that www.ibm.com would map to another address, and you would be
right (it's 129.42.17.99). So, if you think of a "Web site" as being a destination with a unique host name such as
www.lotus.com or www.ibm.com, then it seems a safe assumption that every Web site would have a unique IP
address too.

But in fact that assumption is wrong. DNS does not enforce a one-to-one mapping of host names to IP addresses;
it is perfectly possible, and in fact quite common, to have more than one host name mapped to the same IP
address. Such host names are called aliases. In the Web server world, host name aliases allow a webmaster to
set up multiple Web sites on the same physical machine. For example, the webmaster for Domino Inc., the
fictitious company we'll use in our tutorial, may want to use one Web server, whose IP address is 9.95.65.107, to
host the three Web sites: www.dominoinc.com, products.dominoinc.com, and support.dominoinc.dom. To do this,
the webmaster simply notifies her DNS administrator (it may be the IT department or her ISP) to add those three
names to the public DNS database and assign them all to 9.95.65.107.

The question is, when the dominoinc.com Web server receives a request, how does it know which logical Web
site the request is for since the destination IP address in the packets will be the same for all three sites? The
answer is in a feature of the HTTP protocol itself, the Host header. For example, if | request the URL
http://products.dominoinc.com/whatsnew, the browser will generate an HTTP request that starts something like
this:

GET /whatsnew HTTP/1.1
Host: products.dominoinc.com

In reality, the browser will typically send a lot more headers than this, but we're only concerned with Host for now.
By examining the Host header, the destination server can determine which logical Web site the user wants.

The Host header is usually a direct copy of the hostname typed in the URL; this leads to some interesting cases.
For example, if my machine is on the dominoinc.com intranet, the local name resolver will default to
dominoinc.com; and | can just use the host name in the URL, typing http://products/whatsnew. In this case, the
browser generates the request:

GET /whatsnew HTTP/1.1
Host: products

Or, if | happen to know the IP address of the dominoinc.com Web server, | could type http://9.95.65.107/whatsnew
, and the browser would generate:

GET /whatsnew HTTP/1.1
Host: 9.95.65.107

The point is that the browser usually creates the Host header directly from the requested URL; it's up to the
destination host to interpret it. The Domino 6 Web server can be configured to handle all three of the above
examples, as we'll see later on.

(By the way, we're oversimplifying the HTTP protocol a bit. The Host header is optional for version 1.0 of the HTTP
protocol; it's mandatory for version 1.1. All browsers in common use today send a Host header even if they are
using HTTP 1.0. However, it is possible to use another client such as telnet to send an HTTP 1.0 request without a
Host header. If Domino 6 receives an HTTP 1.0 request without a Host header, it will fall back to using the
destination IP address as described below. Domino 6 will immediately reject an HTTP 1.1 request without a Host
header.)

Preparing the client for the Domino 6 tutorial

Okay, we've gone over a lot of theory; now we're ready to try a real-life example in Domino 6. The rest of this
article goes through a step-by-step tutorial that sets up a Domino 6 server to host three Web sites. The tutorial
assumes you have administrator access to a Domino 6 server. You will also need a browser client—ideally a
separate machine, but you can use a browser on the server. We will assume that your server and browser
machines are using some version of Windows.

We will set up two Web sites:
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e www.dominoinc.com
e products.dominoinc.com

You may wonder how you can use these names, since you're not in the dominoinc.com domain (in fact, as of this
writing, this domain doesn't even exist). It's no problem because you can configure the address mappings for
these names right on your own client.

All machines that support the TCP/IP protocols contain a "hosts" file somewhere in their system directories. This
file contains a list of host names and IP addresses. In the early days of the Internet, the hosts file was the primary
mechanism for name resolution. Keeping the hosts files synchronized across machines became a practical
impossibility as the Internet grew, which was the chief reason for the development of DNS. Today the hosts file is
still useful for cases where a machine cannot get access through DNS and for defining private name mappings, as
in our tutorial.

On Windows platforms, the default location of the hosts file is:
e Windows NT and 2000: c:\winnt\system32\drivers\etc\hosts
o Windows 95/98: c:\windows\hosts

So to begin, use Notepad to open the hosts file on your browser machine. A default hosts file looks something like
this:

O Hosts - Hobtepad M= E3
Fle Edt Sewch Help

# Copyright (c) 1993-1995 Microsoft Corp.
o

|»

This is a sample HOSTS File used by Microsoft TCP/IP For Windows HT.

This File contains the mappings of IP addresses to host names. Each
entry should be kept on an individual line. The IP address should

be placed in the first columm Followed by the corresponding host name.
The 1P address and the host name should be separated by at least one
space.

fdditionally, comments (Such as these) may be inserted on individual
lines or Following the machinme name denoted by a "#' symbol.

For exanple:

102.5%.98.97 rhino,acme .com B SOUrce Server
A8.25.63.10 . ACAE . COn B x client host

127 .0.0.1 localhost

L ol

Before adding lines for the tutorial Web sites, you need to know the IP address of your Domino 6 server. Go to the
server machine, open a command prompt and enter the command line:

ipconfig

The result will look something like the following screen, showing the machine's IP address (in this case, the server
is located at 9.95.26.100):

"4 1. Command Prompt Hi=1E

C:~>ipconfig

Windows NHT IP Configuration

Ethernet adapter ADUPHNNT_CBE1:

9.95 188
255.8.8.8

Now you can add the mappings for the Web sites to your hosts file on your browser machine. In addition to
mapping the two sites we are going to set up, www.dominoinc.com and products.dominoinc.com, add a mapping
for whoops.dominoinc.com, which we'll use to demonstrate how Domino 6 handles hosts that don't exist. Enter the
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following lines in the hosts file (be sure to substitute your server's actual IP address in the mappings):

9.95.26.100 www.dominoinc.com
9.95.26.100 products.dominoinc.com
9.95.26.100 whoops.dominoinc.com

When you're done, the hosts file should look something like this:

Bl Hosts - Notepad =] E3
Fi= Edit Seach Help

1 =
# Additionally, comments (such as these) may be inserted

# lines or following the machine name denoted by a "#' sy

i

I For example:

B

# 182 .54 .94 97 rhino.acme.com # source

# 38.25.63.18 X .dCAE.COom # x clien
127.8.8.1 localhost

0.95. 26108 wuw . doninoine .comn

9.95.26.100 products .dominoinc.com

0.95.26.100 whoops .dominoinc.com

1] | i 7

Now save the hosts file and close Notepad.

To test out the mappings, you can use the Ping command, which simply verifies that an IP address is reachable.
Open a command prompt on your browser machine and enter the command:

ping www.dominoinc.com

The Ping command uses the hosts file to get the IP address of www.dominoinc.com and then tries to open a
temporary connection to that address:

M= 1. Command Prompt (O]

Cisrping weww . dominoinc .com

Pinging www.dominoinc.com [9.95.26.1088]1 with 32 bytes

From 9.95.26.188: hy TTL=128
From 9.95 B: by TL ]
From - BH: hyte i TTL=128
From 9.95.26.188: by 2 timedd s TTL=128

Use the Ping command with the other names you added to the hosts file. If you can successfully ping all three,
your browser machine is all set. If you cannot ping the host, check the hosts file for inaccuracies.

Using the Domino 6 server Web Site document

In Domino R4 and R5, the HTTP protocol is configured mainly through settings in the Server document in the
Domino Directory. There is also a Server\Web Configurations view in which URL mappings, file protection
documents, and virtual servers (the R5 version of multiple Web sites) can be configured.

In Domino 6, all Internet protocols, including HTTP, are configured through Domino Directory documents in a new
Server view called Internet Sites. For HTTP, this view combines the R5 functionality of the Server document and
the Server\Web Configurations view. The primary HTTP configuration document in Domino 6 is the Web Site
document. Most of the HTTP options in the R5 Server record have been moved to the Web Site document. Only a
few low-level settings remain in the Server document, such as port assignments and threading options.
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For this tutorial, we will assume that you are using a freshly-installed Domino 6 server. The Server\internet Sites
view starts out empty, but you'll soon correct that. First, take a look at the new Web Site document:

1. Open the server's Domino Directory (names.nsf) in Notes, and go to the Server\internet Sites view.

2. Click the Add Internet Site button.

3. Select Web to open a new Web Site document.

2 Weloome v Dhomirecins Acddress Bock - 2| .| Hew 'Web Site X
[ J |6 |

(=7 | () save s Cise () Carcel

B web site -

Easics | Emﬂmalionl_ Dizming 'Web Engne | Se«:uml Comimerts ] Adrrarisirabion

Drescuiplioe resre Fior this sie
m Orgarization:
Uz his: waeh ite: 1o handle requeests which T Yez & Ha

y be to oy cthet Hobe: orly one web tits should have ths option sel 1o Yes
wel pleg
;3_5\3 Hixsd names of sddiedtes mappead 1o thes she;

Droming servers that host Bhis site

x4k r
=|[=2 =||Office o | s |

All of the fields that identify the Web site are located on the Basics tab. Let's discuss each of the fields on this tab.

Descriptive name for this site
This is a text field that you can fill in with any helpful description of the site. The contents of this field appear in the
view, so you can also control the sort order of the Web sites with this field.

Organization

The Internet Sites view is categorized on this field. If the server is running in ASP (application service provider)
mode, this field must be set to the name of the registered hosted organization that owns this site. In non-ASP
mode (such as in our tutorial), you can put any value you want in this field.

Use this web site to handle requests which cannot be mapped to any other web sites
This option is used to designate a "default" Web site. We'll describe the use of default Web sites later in this
article.

Host names or addresses mapped to this site

This field is where you enter the list of one or more DNS host names and/or destination IP addresses that should
be handled by this site. Normally, you would just list host names, expecting incoming requests to have valid Host
headers. However, there are two cases where you must use IP addresses:

e |f the Web site is enabled for SSL, you must specify the IP address. That is because of a chicken-and-egg
problem: the server can't read an SSL request's Host header until the request is decrypted, but the server can't
decrypt the request without knowing which Web site's SSL keyring to use. Therefore, since the Host header is
unavailable, the server must fall back to matching the destination IP address to a Web site.

e If you expect your site to be accessed by HTTP 1.0 clients that may not send Host headers, for example, early
versions of Internet-enabled applications.

Domino servers that host this site

This field lets you indicate which Domino servers that share this Domino Directory are actually set up to host this
Web site. The values in this field must be hierarchical Domino server names (such as hostl/dominoinc), not DNS
names (such as www.dominoinc.com). You must specify at least one server. If all servers are hosting this Web
site, you can specify an asterisk as a wildcard.

Other configuration options

The other tabs in the Web Site document contain all of the options that can be configured on a Web site level.
There is a wide array of settings available, but we will not cover these tabs in this article. However, we will set the
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Home URL field in each site we create so that we can distinguish the sites in a browser.

Creating the sample Web Site documents

Let's go ahead now and create the Web sites. For now, follow this tutorial; later we will discuss why we created the
sites in a particular order.

1. On the Basics tab, fill in the fields of the Web Site document as follows:

Field Setting

Organization Domino Inc.

Host names or addresses mapped to www.dominoinc.com
this site

2. On the Configuration tab, set the Home URL field to /home.html.

leon diechony:
I UL path:
=| Ol desctony
= ColURL pathc

3. Click the Save & Close button to save the Web site.

4. From the Internet Sites view, click the Add Internet Site button, and choose Web to create another Web Site
document.

5. On the Basics tab, fill in the fields in this Web Site document as follows:

Field Setting

Organization Domino Inc.

Host names or addresses mapped to  products.dominoinc.com
this site
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6. On the Configuration tab, set the Home URL field to /products.html.
7. Click the Save & Close button to save the Web site. The Internet Sites view will list the two Web Sites, as

shown below:

£ Welcome | L] Domincire Addiess Bock - X
Domino Directory | @addiueneisie.  (5) s GlbalWeb Setings () create ?

5 D Servee = St rama
1] Cortificales = Domro e
] Clusters Wish Sie 1. Home it (v domnone. com]
- C e Wah Sie 2 Froduc! sle (peoducts domrans com|
I Corrmctions =

] Dirschory Sarvars

] Extended Directoy C
] Domaing

1 Esteunal Dorrasn Kb
] Fia Ideriibaz atior:

L Hobdays

| Inteinet Sies

0] Licergss [+

BEEH vEcsEa0

B —

There is one more thing to do before you can test the sites. As explained above, the new Server\internet Sites

view replaces the functionality of the R5 Server\Web Configurations view. However, for backward compatibility

with R5, the Domino 6 Web server will continue to use the old Server\Web Configurations view by default. To

enable the new Server\internet Sites view, you must change one setting in the Server document:

1. Go tothe Server\Servers view and open the Server document.

2. Onthe left of the Basics tab, select "Loads Internet configurations from Server\internet Sites documents” to
enable this option:

@ Seaver: Testllant - Lotuz Notes

Ele Ed Wiew Creste fActiore Tedt Help
[ £ Wieloome | ) Domingine Address Bock - 2 LI} Server Testl/at x|
) savetCise () esewieb @5, () Concel

Server : Tastlfart -

Basics i Seu:l.nlpl Fbtt:l Serve Taks | Ikt F‘lnlncnl'.l HT.ﬁ.sl Mis:elafw.lsl Tlms-:-cliomle.

DEcEH

Server name Testllat Server bulld numbe
Serer hide * Artichs Besl sereer Flioutirg bakos:
Diomain name: ait SMTP Esberws Lask
mmmmlm‘ﬂw [E I Server's phone mil
ﬁﬂ Chuste narey CPU courd
;| Load intemet corfiguestions © Enabled | =g Dperatieg sysher
'@ hiom Seeverdndeinsd 5ikes
o R =
L L
0 e T

i

3. Save the Server document.

Testing the sites

Next you need to create the home pages for the Web sites. A home page can be any type of resource supported
by the Domino 6 Web server, for example, a document or view in a database, or a Java servlet. However, for this
tutorial, you will use simple HTML files. You create these files in the Domino 6 server's main HTML directory,
which by default is c:\Lotus\Domino\Data\domino\html. Using Notepad or any other convenient editor:

1. Create afile in the HTML directory called home.html. The file should contain this one line:
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<html>This is the home page for www.dominoinc.com</html>

2. Create another file called products.html that contains this line:

<htmI>And this is the home page for products.dominoinc.com</html>

3. Create another file called default.html that contains this line (we'll use this file later):

<htmlI>This is the default Web site</htm|>

on Wb site addressing

4. Now you are ready to start the Web server. On the Domino 6 server console, enter the command:

load http

When the console displays the message HTTP Server: Started, you're ready to test your sites.

1. Open a browser on your client machine and enter the URL http://www.dominoinc.com. You should see the
following home page:

2. Now enter the URL http://products.dominoinc.com. You should see the other home page:

| File Edit View Favortes Tools Help |

S G R Y

Eack FEanieand Stop  Refresh  Home M Sgan:h

fﬁ.gltiess [ﬂ hitpe A v, dominoine. com El P Go

-

This is the home page for www. domineine. com

| ]
‘&) Done [ 4D Intemet 7

/3 http:#/products. dominoinc.com/ - Microzoft Interne.... [I[=] B3 l

| Fle Edt View Favoes Tools Help |

‘ e« 0= Q9 [ @ | @ ”‘
Back fgriErd Stop  Refresh  Home Search

.]A_dckess@ hittp:/ fproducts. dominoine. comm j _@?Gn |

=

And this iz the home page for products. dominoinc com

o

|E'|"ijune [ |i Intemet //,

3. To see what happens if you send a Host header that hasn't been mapped to a Web site, enter the URL
http://whoops.dominoinc.com. An error is returned:
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/J Unable to Process Request - Microsoft Intemet Ex_.. [H[=] B3

_| File Edit View Favoites Tools Hel |-
| « 0= Q9 @B 4 a 7
| Back Frrard Stop Refresh  Ho Search

_i.ﬁ._dch'ess% hittp: / Awhioops. dominoine com x| @Ge

|
Hitp Stams Code: 500

Eeason HTTP Server: Mo matching Web Site, unable
to process request

/|
7

&) Dore | |4 Intenet

If the Domino 6 Web server cannot match a request to a Web site, it will refuse to process the request. This is a
new security feature introduced for Domino 6 to help guard against DNS misconfigurations, which might
inadvertently be caused by anyone in the chain of webmaster, IT department, and ISP.

It is a fact of life these days that all public Internet sites are constantly probed by attackers looking for open ports
and misconfigured addresses. For this reason, we strongly recommend that you always use explicit host names
for your sites and let Domino 6 reject requests that can't be mapped. However, Domino 6 also provides an
alternative way to handle unmapped requests: the default Web site.

Setting up a default Web site

A default Web site is a special site that is not explicitly mapped to any host names or addresses. Domino 6 will
use the default site to handle requests that cannot be mapped to any other site. For the security reasons just
mentioned, we strongly recommend that you do not set up a default site on servers accessible through the public
Internet. However, a default site may be convenient for test environments or low-security company intranets.

For now, let's accept the security risk and create a default site for Domino Inc. Note that there isn't any point in

creating more than one default site, because Domino 6 will always use the first one it finds in the view.

1. Create a new Web Site document and fill in the Basics tab as follows. (Notice that when you set the Default
site field to Yes, the "Host names and addresses mapped to this site" field will no longer be displayed.)

Field Setting
Descriptive name for this site 3. Default site
Organization Domino Inc.
Use this Web site to handle Yes

requests which cannot be mapped
to any other Web sites

Domino servers that host this site *

2. On the Configuration tab, set the Home URL field to /default.html (which you created earlier, before testing
the site).

3. Save the new Web site.

4. On the Domino 6 server console, enter the command:

tell http restart

This causes the HTTP task to reload its configuration information.
5. Return to your browser and enter the URL http://whoops.dominoinc.com again. Instead of an error, you
should now get the home page for the default site:
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<} http:/ /whoops. dominoinc.com/ - Microzolt Intesnet . [I[=] B3 I
| Fle Edt View Favoites Took Hel | .
L e ] a4 a *»

Back FGrErd| Stop  Refresh  Home Search
| Address [ €] http:/fwhoops. domincinc.com =] @6o

This 15 the default Web site

@] Dore. | 4 Intemet 7

Mapping a Web site to an IP address
Now let's examine what happens with a Web site mapped to an IP address rather than a host name.

1. Create a new Web Site document and fill in the Basics tab as follows, using your server's actual IP address
for the "Host names or addresses mapped to this site" field:

Field Setting

Organization Domino Inc.

Host names or addresses mapped  your server's IP address
to this site

2. On the Configuration tab, set the Home URL field to /address.html. Save the new Web Site document.
3. The Internet Sites view should now have four documents, as shown below:

@ 5 Sever =] | [stenams N
] Cortificslas = Conre [re
@, ] Chsters ek S (Ao e LS 25, 40
Fil e 1. Home e darmmorc,
@ - [ Corfiguations O wish Site: 2 Product mmmm-mm|
| I Corvmctions ‘e Site: Dadaull site IDEFALILT SITE)
L] Dirschory Sarvars
] Extended Dirsctory C
] Dormains
[ Estenal Domn Hat
(] Fia Idertiba: abiore:

R — =]
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4. Create the file address.html in the HTML directory with this line:
<htmI>This Web site is mapped to the IP address</htm|>
5. On the Domino 6 server console, enter the command:
tell http restart

6. Now go to your browser and enter the URL http://whoops.dominoinc.com once again. This time you get the
home page for the IP address site:

/J http:#/whoops.dominoinc.com/ - Microsoft Internet... =]

| Fle Edt View Favoites Took Heb El

= = 2 Y Gt ‘ o g
| Back  Fowed  Stop  Refresh  Home | Search |
] Address i@ http: A fwhaoops, dominoinc. com _:'J o Go

This Web site 15 mapped to the IP address

=
&
7

&) Done . | !ﬂ Interret

Domino 6 matches the request to the Web site based on the destination IP address. However, there's a serious
problem with our setup. If you enter the first URL, http://www.dominoinc.com, again, you expect to get home.html
but instead you'll see address.html. (Note that to see this in Internet Explorer, you may have to do a Ctrl-F5 to
force the browser to refresh its cache).

/J http: #/vww_dominoinc.com? - Microsoft Intemnet Ex... =] B3

| Fle Edt View Favoites Took Heb El

« .7 . @ BTAT @
| Back  Fowed  Stop  Refesh | Home | Search |
] Address i@ ittp: A fwiven, dominoine. com _:'J o Go

This Web site 15 mapped to the IP address

=
&
7

&) Done . | !ﬂ Interret

This happens because Domino 6 scans the Internet Sites view from top to bottom and uses the first Web site that
matches. If the first Web site specifies the IP address, then all requests directed to that address will match that
site regardless of the Host header. To prevent this problem, you should make sure that sites identified by IP
addresses are sorted below all sites identified by host names.

For our Domino Inc. sites, we can correct the situation by changing the Descriptive name for the IP address site
from 0. Address site to 4. Address site.

By the way, mapping an IP address to a Web site also covers the case where the browser sends the IP address
as the Host header, as described previously. This situation is very rare today, but you may occasionally encounter
it when following links through a very old or very informal site. Since the applications on your Domino 6 server are
under your control, you can and should require that all embedded links use host names, not IP addresses.

How Domino 6 matches requests to Web sites

To reinforce what we've learned working through the tutorial, here is the complete procedure Domino 6 follows to
match an incoming request to a Web site:

e Domino 6 scans the Internet Sites view from top to bottom. For each Web site, Domino 6 asks the question:
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Do any of the values in the Web site host names field match the request's Host header? If there is a match,
then Domino 6 uses that site. If there isn't a match, then Domino 6 asks: Does any value in the host names
field match the request's destination IP address? If there is a match, then Domino 6 uses that site. If there isn't,
then Domino 6 proceeds to the next Web site in the view, repeating the questions.

e |If the request cannot be matched to any of the Web sites, then Domino 6 uses the default Web site, if one has
been defined.

e |If there isn't a default Web site, then Domino 6 rejects the request and returns an error to the browser.

If the incoming request does not include a Host header or is SSL-encrypted, the procedure is the same except that
Domino 6 matches only on the IP address.

Web site addressing best practices

As you can appreciate after working through the tutorial, properly setting up the addressing for your Web sites is
critical for two reasons: insuring that your users get where they want to go and insuring that you have control over
where users can try to go.

Here are our recommendations for configuring the addressing of Web sites for proper operation and greatest

security:

e Use DNS host names wherever possible to identify your Web sites. Note that the host name field allows
multiple values to handle the case where a Web site has a number of host name aliases.

e Use an IP address to identify a site only if it is explicitly required. There are only two common cases where an
IP address is required: if a site supports SSL or if you know the site will be accessed by clients that do not
send Host headers.

e Make sure that the Internet Sites view is sorted so that all sites identified by IP addresses appear below sites
identified by host names. Otherwise the IP-address sites may "hide" host name sites.

e Do not create a default Web site on a server connected to the Internet or to any network where security is a
concern. Let the server reject requests that cannot be mapped to a Web site.

Converting R5 Web sites to Domino 6

If you are currently using R5 for Web applications, you may wonder what will happen when you upgrade to
Domino 6. As we discussed above, by default the Domino 6 Web server will continue to operate in R5 compatible
mode, using the Server\Web Configurations view and all of the settings in the Server document. You tell the
server to use the new Server\internet Sites view by setting the Server document option "Loads Internet
configurations from Server\internet Sites documents,” as you did in this tutorial.

The principle difference between R5 and Domino 6 is that the R5 HTTP server task always has an active default
Web site. This default site is defined by the Server document settings on the Internet Protocols tab. The R5
administrator can define additional Web sites by creating Virtual Server and Virtual Host documents as responses
to the Server document. These "virtual" sites inherit the default Web site options, except for the small number of
settings that can be specified in the virtual site documents, the most important of which is the addressing of the
site (host name or IP address). The most significant difference between a Virtual Server and a Virtual Host is that
a Virtual Server is mapped to a destination IP address and can therefore be assigned its own SSL keyring,
whereas a Virtual Host is mapped to a DNS host name and uses the default keyring (that is, the keyring specified
in the Server document).

By contrast, Domino 6 does not have an automatic default site; if you want one, you must explicitly define it, as
you did in the tutorial. Also, every Domino 6 Web site is completely independent of other sites, including the
default site; there is no inheritance from the default site.

When you upgrade an R5 server to Domino 6, you are not required to immediately convert the HTTP task to the
new view. However, if you want to use new Domino 6 features such as WebDAV, you must convert. Even if you
are not required to convert to the new view, we strongly suggest that you do so as soon as practicable. Eventually
you will want to take advantage of a Domino 6 feature that is only available with the new Internet Sites view.

About the author
John Chamberlain is a Software Quality Architect on the Domino 6 Web Server team.
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Basics of Internet addressing

When you pay your bills each month and drop them in the mailbox (assuming you still pay bills by snail mail), you
have a high confidence that the postal service will deliver your bills to the correct recipients, but you don't give much
thought to exactly how they do it. Likewise, when you send an e-mail to someone halfway around the world, you
normally don't care how it gets there as long as it does. But understanding the basic mechanics of routing
information over the Internet is a necessity for anyone who has responsibility for maintaining Web sites: after all, if
people can't get to your site, there's not much point of having it. So here is a quick review of the principles involved in
IP (Internet Protocol) host addressing. This discussion will deal with the public Internet, but the principles also apply
to private intranets.

Information transmitted across the Internet is packaged in discrete pieces called packets. A packet is a structured
sequence of bytes that contains addressing and protocol information and usually also contains a payload of
application data. Each packet specifies the IP address of the machine that created the packet (the source host) and
the address of the machine that the packet is intended for (the destination host). The destination address is read by
special Internet hosts called routers.

The global Internet is not a single network; it is actually a whole collection of physical networks. The job of the
routers is to relay packets from source hosts to destination hosts across the appropriate networks. If the source and
destination hosts of a packet are physically separated by a large number of network segments, the packet may pass
through a correspondingly large number of routers.

IP addresses are 32-bit identifiers commonly expressed as four 8-bit "octets" separated by dots, such as
9.95.236.64. The octets are hierarchical, with precision increasing from left to right. For example, the first octet, 9,
may represent a particular physical network; the second octet, 95, a sub-network (or subnet) within that network; the
third octet, 236, a subnet within the 95 subnet; and the final octet, 64, a particular machine on the 236 subnet.

(By the way, the 32-bit IP addressing scheme we just talked about is known as IPv4. There is also a 128-bit
specification, called |Pv6, that greatly increases the potential address space. Domino 6 does support IPv6, but IPv4
will remain the standard for the foreseeable future.)

Internet routers use tables that map address ranges to physical networks and hosts. The central routers on the
public Intranet know how to route packets across the global network segments. The routers on each network take
care of routing packets to the appropriate subnets; routers on the subnets ultimately route packets to the destination
hosts.

Numeric IP addresses are very precise, but they are not human-friendly. Another Internet technology, the Domain
Name System or DNS, implements a hierarchical naming scheme for hosts. A DNS name consists of a sequence of
text strings (domain names) separated by periods, such as www.lotus.com. The precision in DNS names is exactly
the opposite of that in numeric IP addresses, with the most precise name at the left. For example, www.lotus.com
identifies the physical host www, in the subdomain lotus, of the top-level domain com.

It is important to note that the DNS name hierarchy, which represents a logical namespace, is completely
independent of the IP address hierarchy, which is a physical namespace. The Internet routers only deal with the
physical namespace. The translation of DNS names to IP addresses is handled by special Internet hosts called
name servers. When a source host needs to send a packet to a destination host that it knows only by name, it must
first consult a name server to get the correct IP address for the host. This process is called nhame resolution.

For example, if | enter the URL http://www.lotus.com into my browser, the browser contacts a DNS name server to
get the IP address for the host www.lotus.com. The name server returns the address 129.42.242.50. The browser
creates one or more packets to contain the HTTP request, sets the destination address in the packets to
129.42.242.50, sets the source address to the IP address of my computer, and sends the packets on their way. The
Internet routers relay the packets along the appropriate networks to reach the destination: the subnet 129.42.x.x is
assigned to IBM; the subnet 129.42.242.x has been allocated within IBM to Lotus; 129.42.242.50 has been assigned
to a specific machine within Lotus. The host www.lotus.com then reads the packets, processes the request, and
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finally, returns a response, such as a page of HTML, in packets addressed to my computer.

Obviously, with the tremendous use of the Internet today, there is constantly a huge amount of name resolution
going on. To prevent the public name servers from being overwhelmed, ISPs and individual companies and
organizations maintain their own name servers. You can even set up name resolution on your own browser machine,

as we do in the Preparing the client for the Domino 6 tutorial section of the main article.

You may be wondering who assigns all these names and numbers. Obviously some central authority is required to
prevent chaos. In the old days—that is, just a few years ago—the central authorities were government-supported
organizations such as JANA and InterNIC. However, with the increasing commercialization of the Internet came the
realization that control of address and name allocation has a vast potential for financial gain, if not outright extortion.
Therefore, the registration of names and numbers became a hot political issue, with the result that many of the
services provided by IANA and InterNIC have been "privatized" under the overall supervision of ICANN, the Internet
Corporation for Assigned Names and Numbers.

Today there is an explosion of authorized registrars for DNS domains and many more resellers willing to act as
middlemen with value-added services, such as simultaneously registering the same subdomain across many
top-level domains. Finding such middlemen is easy; just look for their banner ads! The assignment of numeric IP
addresses doesn't seem to have the same profit potential and is handled by a small number of registrars responsible
for certain geographies, such as the American Reqistry of Internet Numbers.

As a practical matter, a system administrator usually deals only with the administration body one level up. For
example, a webmaster who is setting up a new machine will request an IP address from the company's IT
department; the IT department will assign an address from a block of addresses it got from the company's Internet
service provider (ISP); the ISP assigned that block from a larger allocation it obtained from the appropriate registrar.
A similar situation occurs when the webmaster assigns a DNS name to the new machine. The webmaster can
choose the specific host name, but that host must reside within a DNS subdomain registered by the IT department
through the ISP.

This discussion of the principles of Internet addressing has been quite simplified. There are plenty of good resources
available if you would like more details. The ARIN site has a good page of links about IP addressing. An excellent
presentation of the Domain Name System is the O'Reilly book DNS and BIND.
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